[Cent0S-announce] CentO0S
Stream Container i1mages
avalilable on quay.1o0

NOTE: This message was intended to go to centos-devel and
centos-announce on 11-Feb-2021 but it only made it to centos-
devel. Thanks to folks on IRC for mentioning that this never
made it to the proper announcement channels.

Hi folks,

Cent0S Stream container images are now readily available!

podman pull quay.io/centos/centos:stream
OR

podman pull quay.io/centos/centos:stream8
## Tags-

We expect the ‘stream’ tag to automatically move forward to
new Streams as

they come on board. This means when Cent0OS Stream 9 becomes
the Live Stream,

quay.io/centos/centos:stream will have 9 based content.

The ‘stream8’ tag can be used while Stream 8 is Live, and
during the overlap

period between Stream 8 and Stream 9.

A ‘stream9’ tag will be created at the appropriate time to
serve the same purpose.

You can browse through all of the tags for the CentO0S
repository here:
https://quay.io/repository/centos/centos?tab=tags

## Next Steps

— We are still in discussions on how to push these properly to
Dockerhub. Since


https://linuxtips.gq/2021/03/02/centos-announce-centos-stream-container-images-available-on-quay-io-tp4646151-html/
https://linuxtips.gq/2021/03/02/centos-announce-centos-stream-container-images-available-on-quay-io-tp4646151-html/
https://linuxtips.gq/2021/03/02/centos-announce-centos-stream-container-images-available-on-quay-io-tp4646151-html/
http://quay.io/centos/centos:stream
http://quay.io/centos/centos:stream8
http://quay.io/centos/centos:stream
https://quay.io/repository/centos/centos?tab=tags

Cent0S 1is an Official Image, there are some extra
requirements here that
we’'re working through.

If you have questions you can find us on the centos-devel
mailing list
([hidden email]) or in #centos-stream on Freenode

Cheers!

Brian Stinson

On behalf of the Cent0S Stream Team

Cent0S-announce mailing list
[hidden email]

https://lists.centos.org/mailman/listinfo/centos-announce

[Cent0S-announce]
CESA-2021:0671 Important
Cent0S 7 bind Security Update

Cent0S Errata and Security Advisory 2021:0671 Important
Upstream details at
https://access.redhat.com/errata/RHSA-2021:0671

The following updated files have been uploaded and are
currently
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syncing to the mirrors: ( sha256sum Filename )

x86 64:

1edd338d1d20b130c1al07ea59652842ef0a8167393745468301105b2a59ca
6d bind-9.11.4-26.P2.el7 9.4.x86 64.rpm

1a87cf953d16581b70a51f9¢c131f6f714e364e0a57dee8b2856b43aad7d891
04 bind-chroot-9.11.4-26.P2.el7 9.4.x86 64.rpm

ee52c09ab7dca8a8ellfe87c0855b1lce38dflfdaef899e8ce50d80b72009b6
2b bind-devel-9.11.4-26.P2.el7 9.4.1686. rpm

5bc7e48912286aea26973b124918a70b6f8129e€9936508ee68e5fa89b45300
2b bind-devel-9.11.4-26.P2.el7 9.4.x86 64.rpm

28d32718cac59baf9c4162573d291af2345e664d16de912661fal8de7157ca
63 bind-export-devel-9.11.4-26.P2.el7 9.4.1686.rpm

a9b560ad8414c4da2302f2f1c1581df4d699c0eOf9cfO754e125b2babbead7
95 bind-export-devel-9.11.4-26.P2.el7 9.4.x86 64.rpm

£23ad28777ef3020a0b4c72141bc0d367c9a60a8ecald4deafcef471df349d1
26 bind-export-1ibs-9.11.4-26.P2.el7 9.4.1686.rpm

6df17149302a2cb98a128880eabdf6fel092d0cd169dda5bd470cfldc5¢c734
94 bind-export-1ibs-9.11.4-26.P2.el7 9.4.x86 64.rpm

c779ed4a8b7cd8df613f47c214050d61ac25927ab97381ffb599441fb998585
ff bind-1ibs-9.11.4-26.P2.el7 9.4.1686.rpm

43570d8e293bd93001cb8c4cac3e4b2045b3024b713e0814449735bfb9d206
c6 bind-1ibs-9.11.4-26.P2.el7 9.4.x86 64.rpm

43a38791d748c2ca3cb5e8c1b6682319313b8373bb0e84e9e545ba09dc9e093
bb bind-libs-1ite-9.11.4-26.P2.el7 9.4.1686.rpm



5380ad090ba99c100379b2fclctf54a62f85cdfe390b04bbe5e0fedc213aa46
61 bind-libs-1ite-9.11.4-26.P2.el7 9.4.x86 64.rpm

4cfta5141393a1004bc9d7885fee9a606293ee212160662387001933afd5e45
98 bind-license-9.11.4-26.P2.el7 9.4.noarch.rpm

d97cd106¢cf9572dc73237ecabfl74c9e7fd63f1831ecd180582edfe2ee9934
09 bind-lite-devel-9.11.4-26.P2.el7 9.4.1686.rpm

87c1a04fd7037d13c6be98a8a975ef7a4leec66aa9031b781bb61eabe9107ce
O9b bind-lite-devel-9.11.4-26.P2.el7 9.4.x86 64.rpm

8df89d78d785928efa5b8d059e96ce33ffe@0c9356663c9ach50ce3ec8c660d
92 bind-pkcs11-9.11.4-26.P2.el7 9.4.x86 64.rpm

f5a544¢c1¢c54d159d63ecf02b66555411db8230d7164937c969ee12412a7hb34
26 bind-pkcsll-devel-9.11.4-26.P2.el7 9.4.1686.rpm

1612a4104271f95f905580cfc4cc94695b1lalladel7803d000750d518bcbe3
ac bind-pkcsll-devel-9.11.4-26.P2.el7 9.4.x86 64.rpm

86d0b148abfa317696a046ac187cb479b242ea3f9ec769e6891130395eal172
a9 bind-pkcsll-1ibs-9.11.4-26.P2.el7 9.4.1686.rpm

40ceb41cf108321fdafc40bffl1168cbc4f3e85a9ec271d6b55e946ed83697f
b7 bind-pkcsll-1ibs-9.11.4-26.P2.el7 9.4.x86 64.rpm

b97a0elf72d3fb43f706975f8e02ff0cl130ef35fc6b4763eb18db88980fcde
25 bind-pkcsll-utils-9.11.4-26.P2.el7 9.4.x86 64.rpm

235100bdba26alaf51c7f661533d9318837d01dafafc5e822245¢c8e0e54699
78 bind-sdb-9.11.4-26.P2.el7 9.4.x86 64.rpm

al91bcc40fb33d21a6109e116756d8999e60adb5535583f65d05f51f 130474
63 bind-sdb-chroot-9.11.4-26.P2.el7 9.4.x86 64.rpm

461bf2c4280e37fa281f8577583¢cf56315e10dc6a8898497da766b5dffbdbla



56 bind-utils-9.11.4-26.P2.el7 9.4.x86 64.rpm

Source:

c499acbae99041e5bbad4d447ec818d428bdcd477b74361T49¢c0499752925ce8
6b bind-9.11.4-26.P2.el7 9.4.src.rpm

Johnny Hughes
Cent0S Project { http://www.centos.org/ }
irc: hughesjr, #[hidden email]

Twitter: @JohnnyCent0S

Cent0S-announce mailing list
[hidden email]

https://lists.centos.org/mailman/listinfo/centos-announce

USN-4737-2: Bind
vulnerability

USN-4737-1 fixed a vulnerability in Bind. This update provides
the corresponding update for Ubuntu 12.04 ESM and Ubuntu 14.04
ESM.

Original advisory details:


http://www.centos.org/
http://centos-announce.2309468.n4.nabble.com/user/SendEmail.jtp?type=node&node=4646150&i=0
http://centos-announce.2309468.n4.nabble.com/user/SendEmail.jtp?type=node&node=4646150&i=1
https://lists.centos.org/mailman/listinfo/centos-announce
https://linuxtips.gq/2021/03/01/usn-4737-2/
https://linuxtips.gq/2021/03/01/usn-4737-2/

It was discovered that Bind incorrectly handled GSSAPI
security policy

negotiation. A remote attacker could use this issue to cause
Bind to crash,

resulting in a denial of service, or possibly execute
arbitrary code. 1In

the default installation, attackers would be isolated by the
Bind AppArmor

profile.

[Cent0S-announce]
CESA-2021:0661 Important
Cent0S 7 thunderbird Security
Update

Cent0S Errata and Security Advisory 2021:0661 Important
Upstream details at
https://access.redhat.com/errata/RHSA-2021:0661

The following updated files have been uploaded and are
currently

syncing to the mirrors: ( sha256sum Filename )

x86 64:

2079fcbe2c07aa0485612a667belc8150465462912931e7110664db3065507
87 thunderbird-78.8.0-1.el7.centos.x86 64.rpm

Source:
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b1d0ae38d26ddel6a8lac71b72f6368e625a7ccbed26d6dc8475¢c975d75696
36 thunderbird-78.8.0-1.el7.centos.src.rpm

Johnny Hughes

Cent0S Project { http://www.centos.org/ }

irc: hughesjr, #[hidden email]

Twitter: @JohnnyCent0S

Cent0S-announce mailing list
[hidden email]

https://lists.centos.org/mailman/listinfo/centos-announce

[Cent0S-announce]
CESA-2021:0656 Critical
Cent0S 7 firefox Security
Update

Cent0S Errata and Security Advisory 2021:0656 Critical
Upstream details at
https://access.redhat.com/errata/RHSA-2021:0656

The following updated files have been uploaded and are
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currently

syncing to the mirrors: ( sha256sum Filename )

x86 64:

c51cb2ebabf030cce®Ob81686cebf834e0aadlfb747875ef6fc8d06c6930fel
8a firefox-78.8.0-1.el7.centos.1686.rpm

802ef81827f925a8e48e7eac8b4f0c0ed4a7873¢cc15a96c696316840d65411
91 firefox-78.8.0-1.el7.centos.x86 64.rpm

Source:

9fb25f49dbe9e5853121f707a0303a6¢c6clal9f2ab52f2b36e52¢c21b79225b9
25 firefox-78.8.0-1.el7.centos.src.rpm

Johnny Hughes
Cent0S Project { http://www.centos.org/ }
irc: hughesjr, #[hidden email]

Twitter: @JohnnyCent0S

Cent0S-announce mailing list

[hidden email]

https://lists.centos.org/mailman/listinfo/centos-announce
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