How To: Properly Install
Proprietary Drivers in Ubuntu

There 1is some confusion about installing the proprietary
drivers in Ubuntu. This article hopes to clear that up by
telling you how to properly install drivers in Ubuntu.

First, this only works for the drivers that Ubuntu has access
to. In this case, it’'s wusually things like graphics cards,
sound cards, some networking gear, and things like that.

Ubuntu does not have all the possible drivers. If you have to
go get them from GitHub and compile them yourself, this
obviously isn’t the article for you.

One of the most confusing is the Nvidia video card drivers. If
you use Ubuntu, an official flavor of Ubuntu, or a derivative
of Ubuntu, DO NOT download the .run file from Nvidia's site.
While it may work, it will quite possibly not work with dkms
and you will have to spend significant time fixing it every
time the kernel is updated. It quite likely lead to breakage.

Yes, this means having some patience. But, have some patience
because the drivers will make it down to the repos and will
have then been tested. The drivers you get from the official
repos will not only update, they’ll update with the rest of
the system AND they’ll work properly with the kernel updates.
When the kernel updates, the system itself will insert the
appropriate drivers calls.

Doing this any other way will quite likely lead to hardship -
and it’'s a hardship that you don’t need to have. It’s a
hardship that’s easily avoided. If you read the forums and
question/answer sites, doing this the wrong way results in at
least one question almost every single day.

The first way is easy. It’s even in the GUI. Search your menu


https://linuxtips.gq/2021/03/11/how-to-properly-install-proprietary-drivers-in-ubuntu/
https://linuxtips.gq/2021/03/11/how-to-properly-install-proprietary-drivers-in-ubuntu/
https://en.wikipedia.org/wiki/Dynamic_Kernel_Module_Support

for ‘Additional Drivers’ or similar (it may be only listed as
“Software & Updates” depending on your Ubuntu flavor). It
looks like this:

Software & Updates

Ubuntu Software Other Software Updates Authentication Additional Drivers Developer Options Livepatch

Mo proprietary drivers are in use.

A proprietary driver has private code that Ubuntu developers can't review or improwve. Security and other updates are dependent on the driver vendor.

This should be self-explanatory, so I will just leave this
here.

See? Pretty easy. Just pick what you want, apply the changes,
and reboot.

NOTE: You will need to have the ‘restricted’ repository
enabled in order to do this. That should be assumed, but some
of you may not know this. So, a quick screenshot should make
this even easier to figure out — it’s in the same app as the
above screenshot, but it’s in the first tab. It looks a little
like this:



Software & Updates

Ubuntu software Other software Updates Authentication Additional Drivers Developer Options Livepatch

Downloadable from the Internet
~ Canonical-supported free and op are (main)

tware (universe)

ownload from: Main server

Installable from CD-ROMfDVD

The arrow should make it clear. That repo needs to be enabled
for this.

The second way is to use the terminal. Let’s go ahead and get
the terminal opened by pressing CTRL + ALT + T on your
keyboard.

Now, let’'s check and see what drivers we can automatically
install from the terminal:

[code]ubuntu-drivers devices[/code]

The output should let you know what drivers are available for
your devices. Again, this is pretty self-explanatory. You
really don’t even need to enter that command, you can do it
all automatically and get the recommended drivers
automatically installed. It’'’s easy. Just run this:

[code]sudo ubuntu-drivers autoinstall[/code]

That will go through and install the recommended drivers for
your devices automatically. That will install the proprietary
drivers, the ones with binary blobs and decidedly not
opensource drivers. If those are the drivers you want, that’s
the easiest way to install thenm.

Simply run the command, reboot, and you’'re done. Not only are



you done, you shouldn’t have to mess with them again — ever
again. They will update automatically, they will automatically
be applied when you update the kernel, and they will generally
just work.

For the time being, we’'re 1ignoring the idea of using the
opensource drivers. I'll simply say that I do quite well
without needing proprietary drivers. I hardly ever bother
installing them — unless I absolutely need a feature that'’s
not offered with the opensource drivers. I find that it'’s
still a working operating system and I can still easily meet
my goals. You do you and you make the decision, but at least
do it the right way after making that decision.

As always, thanks for reading. There’s a newsletter that will
email you when a new article is published. That’s all it does.
If you're wanting to keep up with the site, that’s exactly how
you do it! Well, there are push notifications available for
those that prefer that. So, you do have choices! Either way, I
won’t send you any spam. I promise!

Manage Debian Repositories
with a GUI

You can manage the repositories in Debian with the terminal
just fine. It’s not very difficult, but you can also easily
manage them with a GUI. Here’s how!

Debian is an operating system that is quite popular to build
off. There are many derivatives and derivatives of
derivatives. Debian first appeared on the scene in 1993 and 1is
the parent of popular distros like Ubuntu — and so the
grandparent of the many distros based on Ubuntu. I strongly
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suspect that more people use Debian derivatives than actually
use Debian itself.

I'm going to assume that you have a brand new copy of Debian
freshly installed. Furthermore, I'm going to assume that you
only grabbed the first .iso of the lot.

If the above is true, the first thing you’re going to need to
do is get rid of the cdrom entries in your apt sources. If you
try to install (or update) and have cdrom listed in your
sources then you’ll bump into some errors. So, let’s deal with
that first.

Start your terminal with the trusty CTRL + ALT + T.

Now, to fix that cdrom thing we’'re going to need to edit your
‘sources.list’ file. To do that, we enter this in the
terminal:

[code]sudo nano /etc/apt/sources.list[/code]

Find the line that starts with ‘cdrom’ and put a # in front of
it to comment it out. It should look a bit like this:

http://mirrors.lug.mtu.edu/debian/ ] ont
http://mirrors.lug.mtu.edu/debian/ buster main

http://security.debian.org/debian-security ti I es main contrib non-free
http://security.debian.org/debian-security buste dates main contrib non-free

http://mirrors.lug.mtu.edu/debian/ buste jpdates main contrib non-free
http://mirrors.lug.mtu.edu/debian/ buster-updates main contrib non-free

That’'s opened after editing. Your version may look different.

Now, go ahead and save it. Seeing as we’re using nano, you do
that pressing CTRL + X, then Y, and then ENTER.

At this point, we need to make sure the system knows we made
that change. So, we’re going to update the lists of software
available with this:

[code]sudo apt update[/code]



That shouldn’t take all that long, especially if it’s a new
installation and the software was updated during the install.
So, our final steps in the terminal are these:

[code]sudo apt install software-properties-gtk[/code]

Pound on the enter key, type your password if asked, and pound
on the enter key again after entering the ‘y’ response if
asked.

That’s it. You're done. If you look in your menu, you should
see a new entry called “Software & Updates”. Root around in
the tabs and revel in your new tool to manage repos and a few
other things.

= Software & Updates

Debian Software

Downloadable from the Internat

fram:  http:imirrors. lug. mtu_edufdebian

Installable from CD-ROM/DVD

See? Mission accomplished and it wasn’t even all that painful!
Congratulations!

As always, thanks for reading. It’s truly appreciated. I check
my stats most every day and have been enjoying seeing them
trend upwards. The site is actually starting to get indexed
and will hopefully be a repository of information for years to
come.

Don’t forget to sign up for the newsletter. I'll only send you
automatic updates when there’s something published (or meta



stuff concerning the site). I shan’t spam nor sell your email
address. In fact, odds are good that I won’t even look at your
email address, for I am a lazy and disinterested man. Have a
great day!

How To: GUI Login as Root 1in
Ubuntu

In this article, I'm going to show you how to enable the root
account with Ubuntu. This is a terrible idea and you should
definitely not do this. Ever.

A while back, I told you how to enable root in Ubuntu. In that
article, I also wrote about the people who don’t answer
questions when they don’t think you’re doing things the right
way. Being the kind of person I am, I'll happily tell you how
to make your 0S less secure.

And, trust me, this is a horrible idea from a security
perspective — especially if you don’t have good physical
security. Then again, if you don’t have good physical security
then your computer is already compromised if someone wants to
just boot to a live USB thumb-drive and if you haven’t taken
the steps to encrypt your private data.

NOTE: This is only good for Ubuntu. It looks like it should
work from 18.04 to 20.10, and will probably continue to work
until Ubuntu moves on from GDM3. (GDM3 is Gnome Display
Manager 3, a drop-in replacement for GDM.) This may work for
other Ubuntu flavors, I haven’t tested. If you do test or
know, please leave a comment below. Thanks!

Anyhow, on with the work. This shouldn’t take too long.
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The first step is to set up the system so that you can login
as root. To do that, you have to enable root login for Ubuntu.
You should probably read the warnings on that page and you
should think carefully before doing this to your own computer.

The next step is to crack open your default terminal emulator.
You can do that by pressing CTRL + ALT + T.

Now let’s make you a superuser. You can do that with:
[code]sudo su[/code]

(Press enter and enter your password, of course.)

Our next step is to tell GDM3 to let us use the root login.
[code]lnano /etc/gdm3/custom.conf[/code]

You're going to arrow down to just below the automatic login
configurations and enter this line:

[code]AllowRoot=true[/code]

Then, you’ll press CTRL + X, then Y, and then ENTER.
(Congratulations, you’'ve used ‘nano’ again and edited a file
in the terminal!)

Our next step is to tell PAM (Pluggable Authentication
Modules) that logging in as root is okay. That's pretty easy,
and we’ll do it with nano once again.

[code]nano /etc/pam.d/gdm-password[/code]
Now, scroll down and look for this line:

[code]auth required pam succeed if.so wuser I!= root
quiet success[/code]

What you’re going to do is ‘comment it out’. Basically, you're
adding the # symbol which means, in this case, ‘skip this
line’. It’s a way to tell the system to ignore a line while
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leaving the line there in case you change your mind.
So, change that line so that it looks like this:

[code]#auth required pam succeed if.so wuser I!= root
quiet success[/code]

Now, save it just like you did above. (Press CTRL + X, then Y,
and then ENTER.)

You're still using ‘sudo su’ and you can get out of that mode
with:

[code]exit[/code]

Now, when you next reboot, you can login as root. What you
need to do is click on ‘Not Listed’, type in ‘root’, and then
enter your password.

kgl

ubuntu®

Like so..



Mar1 1548

And like this..

Mar1 1548

ubuntu®

Enter your password and the press the ENTER button.




Tada! You'’re now logged in as root for no good reason and with
almost no benefits! Congratulations! Now, undo it and go back
to being a bit more secure. Or not.. I don’t mind. Just don’t
let your box get owned and turned into something malicious
like a spam bot or a node in bot network used to do things
like DDOS sites for money. Seriously, this is a horrible idea
and you shouldn’t do this.

Anyhow, thanks for reading. I appreciate it and I'm glad to
get some of my notes online — finally. Things seem to be going
at a good pace right now and I suspect I can keep this up for
a while. If you want to be notified of new articles, you can
either sign up for the newsletter (which is spam free) or you
can use push notifications and your browser will happily tell
you when there’s something new published. If you sign up for
the newsletter, I promise to not send any spam. I’'Ll only ever
use it for article notifications or very important site
notices.

Is my Internal IP Address
Static or Dynamic?

In the days of modern internet connections, you’'re almost
certainly using a router. Routers are different and may offer
you a static or dynamic internal address for use on your LAN.
This article will tell you how to tell the difference between
a static and dynamic IP address using the Linux terminal
emulator.

So, I'm going to assume you know what an IP address is. It’s
basically the numbers used to indicate a specific computer,
though it’s a bit more complicated and you can read the
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Wikipedia page on IP addresses if you want a more detailed
explanation.

A dynamic IP address is an IP address that changes from time
to time. A static IP address is one that doesn’t change. The
first one will be different after a set amount of time or
events, the second one will always be the same.

The benefits of a static IP address are many, chief among them
is consistency. This 1is true even on a LAN (Local Area
Network). If you don’t recall the device name, you can easily
access it by IP address. If the device doesn’t have a
hostname, you can access it by IP address, and the address
doesn’t change.

The benefits of a dynamic IP address are pretty much none,
unless you're a provider who wants to rotate through them
because of constantly changing devices. For you my delightful
reader, 1in your realistic use-cases, there are no real
benefits to having a dynamic IP address. They’'re a great idea
when you have more devices than you have IP addresses — which
is very unlikely to be true if you’re reading this site for
Linux tips!

NOTE: Your Linux distro probably happily works with .local.
So, if you have a dynamic address you can still access it
through hostname.local. For example, this computer is ‘kgiii-
desktop’ and I can access it with ‘kgiii-desktop.local’ easily
enough.

Anyhow, it's pretty easy to tell. The first thing you need to
do 1s crack open your terminal. You can do this by pressing
CTRL + ALT + T. Then, just enter:

[code]ip addr[/code]
Now, just look for ‘valid 1ft’ and you’ll have your answer.

If it’s a dynamic IP address you’ll see something similar to
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this:
[code]valid 1ft 39267sec[/code]

If it’s a static IP address, you’ll see something similar to
this:

[code]valid 1ft forever[/code]

See? I told you that it was pretty easy! Now that you know,
you can easily check and act accordingly. As always, thanks
for reading. Don’t forget to sign up for the newsletter.
You’'ll get an email when a new article is published and make
an old man happy!

Fixing gdebi. The Ugly Hack!

One of my favorite software installation tools (when using
Aptitude) is a little number known as gdebi. It makes
installing applications with a .deb a very painless and rapid
process. On top of that, you can later click on the original
.deb and use gdebi to uninstall it. Best of all, it’ll resolve
dependencies when that is a situation it can handle.

You don’t have to mess around with anything — just click and
install. It’'s lovely, small, and effective. It’s just like a
Linux application should be!

This is how the manual describes gdebi:

gdebi lets you install local deb packages resolving and
installing its dependencies. apt does the same, but only for
remote (http, ftp) located packages. It can also resolve
build-depends of debian/control files.
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Note the lack of excessive adjectives. It was obviously not
written by me. I have oft sung the praises of gdebi and am
personally the motivation for hundreds of folks installing it.
Seriously.. I've told countless people to install gdebi! It’s
just that awesome. I’ve probably been using gdebi since I
first used a distro with the Aptitude package manager.

] Package Installer - balena-etcher-electron
File Edit Help

Package: balena-etcher-electron Reinstall Package

Skatus: Same versionis

already installed Remove Package

Description

balenaEtcher is a powerful OS image flasher built with web
technologies to ensure flashing an SDCard or USB drive is a pleasant
and safe experience. It protects you from accidentally writing to your
hard-drives, ensures every byte of data was written correctly and much
more.

Flash OS5 images to SD cards and USB drives, safely and easily.

See? It’'s so lovely and simple.
Imagine my dismay when I discovered gdebi was broken!

I'd open gdebi, click on install, gdebi would close without
asking me for a password, crash, and not install the software.
This is an ugly, ugly hack to fix it. It’'s so very ugly — but
it works.

Crack open your terminal with CTRL + ALT + T and enter the
following:

[code]sudo nano /usr/share/applications/gdebi.desktop[/code]

Find this line:



[code]Terminal=false[/code]

And change it to:
[code]Terminal=true[/code]

Then save it. (CTRL + X, Y, and ENTER)

Now for the ugliness. This will fix the problem, but every
time you use gdebi a terminal window will open up along with
it. Fortunately, the terminal window will close itself after
you're done. It’s an ugly, ugly hack — but it does work when
gdebi closes without installing the application.

As always, thanks for reading. Leave a comment below or look
to your right where you can sign up to get notifications when
new articles are published. If you’'re feeling energetic, go
ahead and register so that you can write an article or two
yourself! If you want to write an article without registering,
you can do that too — just click here!
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